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ZABB | X

1. OS
CentOS Linux release 7.3.1611 (Core) 24

2. AP 2% EFM

epel-release-7-9.noarch

mariadb-server-5.5.52-1.el7.x86_64
httpd-2.4.6-45.el7.centos.4.x86_64

php-5.4.16-42.¢l7.x86_64

php-mysql-5.4.16-42.el7.x86_64
iptables-1.4.21-17.el7.x86_64

3. Zabbix package
zabbix-release-3.2-1.el7.noarch zab

bix-web-3.2.7-1.el7.noarch zabbix-w

eb-mysql-3.2.7-1.el7.noarch
zabbix-server-mysql-3.2.7-1.el7.x86_64
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4.1 Add EPEL Repository

« yum 2X|Z @[3l EPEL &2 F=7t

-> yum install epel-release

[root@localhost ~]# yum install epel-release

BDB2053 Freeing read locks for locker @x725: 12878/148391998596928
BDB2053 Freeing read locks for locker ©x727: 128708/148391998596928
Loaded plugins: fastestmirror, langpacks

Loading mirror speeds from cached hostfile

* base: ftp.kaist.ac.kr

* extras: ftp.kaist.ac.kr
* updates: ftp.kaist.ac.kr
Resolving Dependencies
--> Running transaction check
---> Package epel-release.noarch 0:7-9 will be installed
--> Finished Dependency Resolution
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4.2 Install Zabbix daemons

-
« Zabbix, DB(MariaDB), WEB(Apache) / PHP 2X|
-> rpm --ivh http://repo.zabbix.com/zabbix/3.2/rhel/7/x86 64/Zabbix-release-3.2-1.el7.noarch.rpm

-> yum install zabbix-server-mysql zabbix-web-mysqgl mysqgl mariadb-server httpd php

[root@localhost ~]# rpm -ivh http://repo.zabbix.com/zabbix/3.2/rhel/7/x86_64/zabbix-release-3.2-1.el7.noarch.rpm
Retrieving http://repo.zabbix.com/zabbix/3.2/rhel/7/x86_64/zabbix-release-3.2-1.el7.noarch.rpm
warning: /var/tmp/rpm-tmp.pui8Ev: Header V4 RSA/SHA512 Signature, key ID al4fe591: NOKEY
Preparing... HEHHHH NN S [100%]
Updating / installing...
1:zabbix-release-3.2-1.el7 HEHHHH RN S [100%]
[root@localhost ~]# [

[root@localhost ~]# yum install zabbix-server-mysql zabbix-web-mysql mysql mariadb-server httpd php
Loaded plugins: fastestmirror, langpacks
epel/x86_64/metalink
epel
zabbix
zabbix-non-supported
(1/3): epel/x86_64/group_gz
: epel/x86_64/updateinfo
: epel/x86_64/primary_db
: zabbix-non-supported/x86_64/primary
: zabbix/x86_64/primary
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4.3 Running and Setting the DB(MariaDB)

-t D — e
DB A3l Gl TZ M A 2Ol
-> systemctl start mariadb
systemctl enable mariadb
-> ps --ef | grep mysq|
[root@localhost ~]# systemctl start mariadb
[root@localhost ~]# systemctl enable mariadb
Created symlink from /etc/systemd/system/multi-user.target.wants/mariadb.service to /usr/lib/systemd/system/mariadb.service.

[root@localhost ~]# ps -ef | grep mysql
13328 1 913554 7 00:00:00 /bin/sh /usr/bin/ d_safe --basedir=/usr

13485 13328 @ 13:54 ? 00:00:00 /usr/libexec/ d --basedir=/usr --datadir=/var/lib/ --plugin-dir=/usr/1lib64/
db/mariadb.log --pid-file=/var/run/mariadb/mariadb.pid --socket=/var/lib/ / .sock
root 13572 12882 © 13:54 pts/3 00:00:00 grep --color=auto
[root@localhost ~]# []

/plugin
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-> mysql_secure_installation

[root@localhost ~]# mysql_secure_installation

RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

NOTE:

it, we'll need the current
just installed MariaDB, and
the password will be blank,

In order to log into MariaDB to secure
password for the root user. If you've
you haven't set the root password yet,
so you should just press enter here.
for none): Enter
on...

Enter current password for root (enter
OK, successfully used password, moving

Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

Set root password? [Y/n] Y
New password:
Re-enter new password:
Password updated successfully!
Reloading privilege tables..

. Success!

DB Root password & &

By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [Y/n] I

production environment.

ol74 OF7| 2|3
Remove anonymous users? [Y/n] Y DB Root & = = 7| Tl OH Y
. Success!

Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] Y
. Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n] Y
- Dropping test database...
. Success!
- Removing privileges on test database...
. Success!

Test 2O 2 MM E|
DB AHA| 57| fSH v

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] Y
. Success!

Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

-10-
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4.5 DB(MariaDB) connection and setting

=
- DBEH A 23
-> mysqgl --u root --p  (mysql_secure_installationO| A A&t Password & &)

-> Create database ZABBIXDB; (Cl| O] Ef O] A 4 %)
Grant all privileges on ZABBIXDB * to Zabbix@localhost identified by ‘test123’; (H2HA)
Flush privileges; (8-8)
exit

[root@localhost ~]# mysgql -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 11

Server version: 5.5.52-MariaDB MariaDB Server

Copyright (c) 2000, 2016, Oracle, MariaDB Corporation Ab and others,
Type 'help;’ or '\h' for help. Type *\c' to clear the current input statement.

MariaDB [(none)]> create database ZABBIXDB;
Query 0K, 1 row affected (0.00 sec)

MariaDB [(none)]> grant all privileges on ZABBIXDB.* to zabbix@localhost identified by 'test123';
Query 0K, @ rows affected (0.00 sec)

MariaDB [(none)]> flush privileges;
Query OK, © rows affected (0.00 sec)

MariaDB [(none)]> exit
Bye
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4.6 Apply Zabbix table value information to DB

Zabbix H|O|Z #f E & O|O|EH0] 20 H-E
-> cd /usr/share/doc/Zabbix-server-mysql-3.2.7/
-> Gunzip create.sql.gz

-> Mysql —u root —p ZABBIXDB < create.sql

[root@localhost ~]# cd /usr/share/doc/zabbix-server-mysql-3.2.7/
[root@localhost zabbix-server-mysql-3.2.7]# gunzip create.sgl.gz
[root@localhost zabbix-server-mysql-3.2.7]# 1s

AUTHORS ChangelLog COPYING «create.sql NEWS README

[root@localhost zabbix-server-mysql-3.2.7]# mysgql -u root -p ZABBIXDB < create.sql
Enter password:

[root@localhost zabbix-server-mysql-3.2.7]# D

B=
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-> DBHost=localhost

DBName=ZABBIXDB
DBUser=zabbix DBP

assword=test123

[root@localhost zabbix-server-mysql-3.2.7]# vi /etc/zabbix/zabbix_server.conf

B This is a configuration file for Zabbix server daemon
# To get more information about Zabbix, visit http://www.zabbix.com

#AfHHE GENERAL PARAMETERS ###f####HH####H

### Option: ListenPort

# Listen port for trapper.
#

# Mandatory: no

# Range: 1824-32767

# Default:

# ListenPort=1ee51

### Option: SourcelIP

# Source IP address for outgoing connections.

#

# Mandatory: no
# Default:

# SourcelIP=

### Option: TLSCertFile

# Full pathname of a file containing the server certificate or certificate chain.

#

# Mandatory: no
# Default:

# TLSCertFile=

### Option: TLSKeyFile

# Full pathname of a file containing the server private key.
#

# Mandatory: no

# Default:

# TLSKeyFile=

DBHost=localhost
DBName=ZABBIXDB
DBUser=zabbix
DBPassword=test123

g ![]

-13-
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-> vi /etc/php.ini
max_execution_time = 600
max_input_time = 600

[root@localhost zabbix-server-mysql-3.2.7]# vi /etc/php.ini

; Resource Limits ;
332323 IDIIIIIIIIIDND 33I3IIIIIIIIIIIIIIID
; About php.ini ] . ) ) .
; Maximum execution time of each script, in seconds
Yy . . .. i ; http://php.net/max-execution-time
; PHP's initialization file, generally called php.ini, is responsible for |. ygte: This directive is hardcoded to ® for the CLI SAPI

; configuring many of the aspects of PHP's behavior. max_execution_time = 6@@ 30 -> 600

FIIIIIIIIIIIIIIINYG

; PHP attempts to find and load this configuration from a number of locati’ Maximum amount of time each script may spend parsing request data. It's a good
. The following is a summary of its search order: ; idea to limit this time on productions servers in order to eliminate unexpectedly

. ) ; long running scripts.

; 1. SAPI module specific location. ; Note: This directive is hardcoded to -1 for the CLI SAPI
; 2. The PHPRC environment variable. (As of PHP 5.2.8) ; Default Value: -1 (Unlimited)
; 3. A number of predefined registry keys on Windows (As of PHP 5.2.8) ; Development Value: 6@ (6@ seconds)
; 4. Current working directory (except CLI) ; :;:d?Ctlz” Vaiue‘ 60 (5: E?“°”d5)
; 5. The web server's directory (for SAPI modules), or directory of PHP |’ tp://php.net/max-input-time

. . K max_1input_time = 660 60 -> 600
; (otherwise in Windows) >
; 6. The directory from the --with-config-file-path compile time option, o ; Maximum input variable nesting level
; Windows directory (C:\windows or C:\winnt) ; http://php.net/max-input-nesting-level
; See the PHP docs for more specific information. smax_input_nesting level = 64
; http://php.net/configuration.file

; How many GET/POST/EOOKIE input variables may be accepted
; max_input_vars = 1000
-~ INSERT --
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-> vi /etc/php.ini memo

ry_limit = 256M post

_max_size = 32M

; long running scripts.

; Note: This directive is hardcoded to -1 for the CLI SAPI
; Default Value: -1 (Unlimited)

; Development Value: 6@ (6@ seconds)

; Production Value: 6@ (6@ seconds)

; http://php.net/max-input-time

max_input_time = 6ee

; Maximum input variable nesting level
; http://php.net/max-input-nesting-level
;max_input_nesting_level = 64

; How many GET/POST/COOKIE input variables may be accepted
; max_input_vars = 1eee

; Maximum amount of memory a script may consume (128VB)
; http://php.net/memory-limit
memory_limit = 256M 128M -> 256M

FIIIIIIIIIIIIIIIIIIIIIIIIIINIG

; Error handling and logging ;

33333 3IFIIIIIIIIIIIIIIIIIIIIIG

; http://php.net/auto-globals-jit
auto_globals_jit = On

; Whether PHP will read the POST data.

; This option is enabled by default.

; Most likely, you won't want to disable this option globally. It causes $_POST
; and $_FILES to always be empty; the only way you will be able to read the

; POST data will be through the php://input stream wrapper. This can be useful
; to proxy requests or to process the POST data in a memory efficient fashion.
; http://php.net/enable-post-data-reading

;enable_post_data_reading = Off

; Maximum size of POST data that PHP will accept.

; Its value may be @ to disable the limit. It is ignored if POST data reading
; is disabled through enable_post_data_reading.

; http://php.net/post-max-size

post_max_size = 32M 8M -> 32M
; Automatically add files before PHP document.
; http://php.net/@uto-prepend-file
auto_prepend_file =

B - Or=Nlm
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-> vi /etc/php.ini upload_max
_filesize = 16M date.timez
one = Asia/Seoul

; Whether to allow HTTP file uploads.
; http://php.net/file-uploads
file_uploads = On

; Temporary directory for HTTP uploaded files (will use system default if not

; specified).
; http://php.net/upload-tmp-dir
;upload_tmp_dir =

; Maximum allowed size for uploaded files.
; http://php.net/upload-max-filesize
upload_max_filesize = 16M oM -> 16M

; Maximum number of files that can be uploaded via a single request
max_file_uploads = 20

3323 IIIIIIIIINIII

; Fopen wrappers ;

FIIIIIIIIIIIIIINID

FIIIIIIIIIIIIIIIIIY

le Settings ;

FIIIIIIIIIIIIIIIIIY

[CLI Server]
; Whether the CLI web server uses ANSI color coding in its terminal output.
cli_server.color = On

[Date]
; Defines the default timezone used by the date functions
; http://php.net/date.timezone
date.timezone = Asia/Seoul

M A B SRR M

—

; http://php.net/date.default-latitude
;date.default_latitude = 31.7667

; http://php.net/date.default-longitude
;date.default_longitude = 35.2333

-16-
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4.9 Iptables firewall settings(1/3)

« Zabbix HO|= 7t H& HO|EH|0| 20 HE
-> cd /usr/share/doc/Zabbix-server-mysql-3.2.7/
-> Gunzip create.sql.gz

-> Mysql —u root —p ZABBIXDB < create.sql

[root@localhost zabbix-server-mysql-3.2.7]# systemctl stop firewalld
[root@localhost zabbix-server-mysql-3.2.7]# systemctl mask firewalld

Created symlink from /etc/systemd/system/firewalld.service to /dev/null.
[root@localhost zabbix-server-mysql-3.2.7]# D

- iptables service 2% package &X|
-> yum install iptables-service

[root@localhost zabbix-server-mysql-3.2.7]# yum install iptables-services
Loaded plugins: fastestmirror, langpacks

Loading mirror speeds from cached hostfile

* base: ftp.kaist.ac.kr

* epel: mirror.premi.st

* extras: ftp.kaist.ac.kr

* updates: ftp.kaist.ac.kr

Resolving Dependencies

--> Running transaction check

---> Package iptables-services.x86_64 ©:1.4.21-17.el7 will be installed
--» Finished Dependency Resolution
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4.9 Iptables firewall settings(2/3)

-
- iptables 23} ZE 3| &
-> -A INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT (web ZE)

-A INPUT -p tcp -m state --state NEW -m tcp --dport 10050 -j ACCEPT (zabbix server Z£E)
-A INPUT -p tcp -m state --state NEW -m tcp --dport 10051 -j ACCEPT (zabbix agent Z£E)

[root@localhost zabbix-server-mysql-3.2.7]# vi /etc/sysconfig/iptables

# sample configuration for iptables service

# you can edit this manually or use system-config-firewall

# please do not ask us to add additional ports/services to this default configuration

*filter

:INPUT ACCEPT [©:@]

:FORWARD ACCEPT [©:©]

:OUTPUT ACCEPT [©:9]
INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
INPUT -p icmp -j ACCEPT
INPUT -i lo -j ACCEPT
INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
INPUT -p tcp -m state --state NEW -m tcp --dport 8@ -j ACCEPT D
INPUT -p tcp -m state --state NEW -m tcp --dport 1@e@5@ -j ACCEPT
INPUT -p tcp -m state --state NEW -m tcp --dport 1@851 -3j ACCEPT
INPUT -3 REJECT --reject-with icmp-host-prohibited
FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT
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4.9 Iptables firewall settings(3/3)

-
« iptables firewall A G| 2 XHA[Ef
-> service iptables restart

Iptables -nL

[root@localhost zabbix-server-mysql-3.2.7]# service iptables restart

Redirecting to /bin/systemctl restart iptables.service

[root@localhost zabbix-server-mysql-3.2.7]# iptables -nL

Chain INPUT (policy ACCEPT)

target prot opt source

ACCEPT all -- e©.e8.8.9/® .8.0. state RELATED,ESTABLISHED
ACCEPT icmp -- ©. .e/e

ACCEPT all .8/e .0.

ACCEPT tcp .0/0 .9.0. state NEW tcp dpt:22

.e/e .0.0. state NEW tcp dpt:1eese
.e/8 .0.0. state NEW tcp dpt:18651
.e/e .0.0. reject-with icmp-host-prohibited

ACCEPT tecp
ACCEPT tcp
REJECT all

e
e
.8.8
ACCEPT tcp .0.08.0/0 .0.0. state NEW tcp dpt:8@
e
e
e

Chain FORWARD (policy ACCEPT)
target prot opt source destination
REJECT all -- ©.8.0.9/0 0.0.0.98/0 reject-with icmp-host-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
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4.10 Start Zabbix Server and HTTPDservice(1/2)

—
« zabbix server & httpd A{H|A A[%
-> systemctl start zabbix-server

systemctl enable zabbix-server
-> systemctl start httpd

systemctl enable httpd

[root@localhost zabbix-server-mysql-3.2.7]# systemctl start zabbix-server

[root@localhost zabbix-server-mysql-3.2.7]# systemctl enable zabbix-server
Created symlink from /etc/systemd/system/multi-user.target.wants/zabbix-server.service to /usr/lib/systemd/system/zabbix-server.service.

[root@localhost zabbix-server-mysql-3.2.7]#
[root@localhost zabbix-server-mysql-3.2.7]# systemctl start httpd

[root@localhost zabbix-server-mysql-3.2.7]# systemctl enable httpd
Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service to /usr/lib/systemd/system/httpd.service.
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web, zabbix ZEAM|A
-> ps -ef | grep httpd

-> ps -ef | grep zabbix

2} 0|

-

—

[root@localhost zabbix-server-mysql-3.2.7]4 ps -ef | grep httpd
14142 1

root

apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
root

[root@localhost zabbix-server-mysql-3.2.7]# ps -ef | grep zabbix

14149
14156
14151
14152
14167
14199
14200
14281
14202
14203
14218

14002
14067
14608
14069
l4ele
14011
14012
14013
14014
14015
14016
14017
14018
14019

14142
14142
14142
14142
14142
14142
14142
14142
14142
14142
12739

1@
14002
14002
14002
14002
14002
14002
14002
14002
14002
14002
14802
14002
14802

OO0 00000000000 ®

e

OO

14

14

14:07
14:07
14:07
14:07
14:07
14:07
14:07
14:07
14:87
14:07
14:07
14:88

186 ?
14:
14:
14:
14:
14:
14:
186 ?
14:
14:
14:
14:
14:
14:

e6 ?
@6 ?
e6 ?
@6 ?
e6 ?
e6 ?

@6 ?
@6 ?
@6 ?
e6 ?
e6 ?
e6 ?

?

R I " " T VIR T)

00:
0e:
00:
0e:
00:
0e:
00:
0e:
00:
00:
00:
00:
0e:
ee:

ee:
00:
ee:
ee:
00e:
ee:
ee:
00e:
0e:
ee:
00e:
0e:

0o
ee

ee

0o

ee:
e0:
ee:
ee:
eo:
ee:
ee:
eo:
ee:
ee:
eo:
ee:

ee
00
e
ee
00
e
ee
00
e
ee
00
e

:0@ /usr/sbin/
180 /usr/sbin/
00:
00:
00:
ee:
00:
180 /usr/sbin/
00:
0e:
00:
0o:
100 /usr/sbin/
ee:

@0 /usr/sbin/
@0 /usr/sbin/
@0 /usr/sbin/
@9 /usr/sbin/
€0 /usr/sbin/

@0 /usr/sbin/
80 /usr/sbin/
@0 /usr/sbin/
80 /usr/sbin/

@@ /usr/sbin/

/usr/sbin/
Jusr/sbin/
Jusr/sbin/
/usr/sbin/
Jusr/sbin/
Jusr/sbin/
/usr/sbin/
Jusr/sbin/
Jusr/sbin/
/usr/sbin/
Jusr/sbin/
grep --color=auto

_server

_server:
_server.
_server:
_server.
_server:
_server.
_server:
_server:
_server:
_server:
_server:
_server:
_server:

-c /etc/ /

-DFOREGROUND
-DFOREGROUND
-DFOREGROUND
-DFOREGROUND
-DFOREGROUND
-DFOREGROUND
-DFOREGROUND
-DFOREGROUND
-DFOREGROUND
-DFOREGROUND
-DFOREGROUND

_server.conf

configuration syncer [synced configuration in ©.8@509@ sec, idle 6@ sec]
config in 6.085468

db watchdog [synced alerts
poller #1 [got @ values in
poller #2 [got @ values in
poller #3 [got @ values in
poller #4 [got @ values in
poller #5 [got @ values in
unreachable poller #1 [got
trapper #1 [processed data
trapper #2 [processed data
trapper #3 [processed data
trapper #4 [processed data
trapper #5 [processed data

0.
0
e
0.
e
0

in
in
in
in
in

oeoees

.0eeees
.Bopees

000085

.eeeea7

values

sec,
sec,
sec,
sec,
sec,

in @.
0.0060000
©.6060000
©.000000
©.660000
©.060000

sec,
sec,
sec,
sec,
sec,

idle
idle
idle
idle
idle

0008005
waiting for
waiting for
waiting for
waiting for
waiting for

sec, idle 66 sec]

5 sec]

5 sec]

5 sec]

5 sec]

5 sec]

sec, idle 5 sec]
connection]
connection]
connection]
connection]
connection]
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Or=Nlm



M+l Ol AlS T
4. 2X| 5l Aol 7ABBIX

4.11 Connect Zabbix Web Page(1/9)

-
. Zabbix Web A%| H0O|X| B
-> http://192.168.248.101/zabbix

I [ d 192.168.248.101/zabbix/setup.php I

KVM Nagios
ZABBIX
| Welcome

Check of pre-requisites

Configure DB connection

Welcome to

Zabbix server details

Pre-installation summary o
|

Next step

Licensed under GPL v2

(B R ) Oa=nNbm
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4.11 Connect Zabbix Web Page(2/9)

o

- 72 4™ ZNEXT HE 28

2.168.248.101/zabbix/setup.php

MNagios

ZABBIX Check of pre-requisites

Current value Required
\Welcoms PHP version 5.4.16 5.40 oK
Check of pre-requisites
P . PHP aption "memaory_limit" 128M 128M OK
Configure DB connection
PHP option "post_max_size" 16M 16M OK
Zabbix server details
) ) PHP option "upload_max_filesize" 2M 2 OK
Pre-installation summary
Install PHP option "max_execution_time" 300 300 OK
PHP option "max_input_time" 300 300 OK
PHF option "date.timezone" AsialSeoul OK
PHP databases support MySaL OK
PHP bcmath on OK
PHP mbstring on OK
PHP option "mbstring.func_overload" off off OK

Licensed under GPL v2

(2 R ;. O==Nbp
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o
4.11 Connect Zabbix Web Page(3/9)

-

- DB

rtot

8 28 85 Y8 2 NEXT HE 25

FMBEE| %2 | 192.168.248.101/zabbix/setup.php

Magios

ZABBIX Configure DB connection

Please create database manually, and set the configuration parameters for connection to this database.
Press "Next step” button when done.

Welcome
Check of pre-requisites Database type | My3QL v
Configure DB connection Database host | localhost
Zabbix server details
Database port | O 0 - use default port
Pre-installation summary
Install Database name | ZABBIXDB
User zZabbix
Password | snrennq

Licensed under GPL v2
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= 4.11 Connect Zabbix Web Page(4/9)

- AMH 2 = NEXT HHE 28

192.168.248.101/zabbix/setup.php

Nagios

ZABBIX Zabbix server details

Please enter the host name or host IP address and port number of the Zabbix server, as well as the
name of the installation (optional).

Welcome
Check of pre-requisites Host | localhost |
Configure DB connection Port | 10051 |

Zabbix server details

Name | Zabbix monitoring |

Pre-installation summary

Install

Next step

Licensed under GPL v2
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4.11 Connect Zabbix Web Page(5/9)

o

o AN AX| HE =9l = NEXT HE ¢

192.168.248.101/zabbix/setup.php

Nagios

ZABBIX Pre-installation summary

Please check configuration parameters. If all is correct, press "Next step” button, or "Back” button to
change configuration parameters.

Welcome

Check of pre-requisites Databaseiype MySaL

Configure DB connection Database server localhost
Database port default

Zabbix server details

Pre-installation summary Database name ZABBIXDB
install Database user zabbix

Database password ******
Zabbix server localhost

Zabbix serverport 10051

Zabbix server name Zabbix monitoring

| Next step

Licensed under GPL v2
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4.11 Connect Zabbix Web Page(6/9)

B
. AKX AR

192.168.248.101/zabbix/setup.php

Magios

ZABBIX Install

Welcome

Check of pre-requisites
Configure DB connection
Zabbix server details

Pre-installation summary

Congratulations! You have successfully installed Zabbix
frontend.

Configuration file "/etc/zabbix/web/zabbix.conf.php” created.

Install

Licensed under GPL v2

. Or=nNUP



4.

3 0 1S
2A] A =

4.11 Connect Zabbix Web Page(7/9)

-

2 2 Mz & 22X 2320 (7= 28 &

ID : admin / Pass : zabbix )

192.168.248.101/zabbix/index.php

ZABBIX

Username

admin

Password

| Remember me for 30 days

or sign in as guest

Help - Support

O==nlr
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4.11 Connect Zabbix Web Page(8/9)

-
ol 1 Sk= A
- & 22X} o= 210 28
-> Zabbix 3.0 £ HAICo = ot= 210 X[ StC}
Password : &= HZASH= A2 HABHC}
Language : 2= 0
&« C | ® 192.168.248.101/zabbix/profile.php g
) KM Nagios
ABBIX Monitoring  Inventory Reports  Configuration ~ Administration

User profile: Zabbix Administrator

User Media Messaging

Password Change password

Language |Korean (ko_KR) ¥

Theme | System default v
Auto-login |«
Auto-logout (min 90 seconds)
Refresh (in seconds) 30
Rows per page a0

URL (after login)

O=2=nlp
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4.11 Connect Zabbix Web Page(9/9)

-

. 20| HBE T

—

L2| X} H[O| K|

- =

&« C' | ® 192.168.248.101/zabbix/zabbix.php?action=dashboard.view Pxe
CEL KVM Nagios
|ZABB| X =T E R E T T PEREE R Te] A @ 2 &

f2goy =24 1 W OAAHE T A

Z7{%7)10 Q= ZABBIX A{H{ AEf
ntato| g Zt A8
ag= Zabbix AH| 7t F G localhost:10051
SAES (ZAEEHEES) 39 0/1/38
ZH%7|0] A2l = =
EAR712 ofolg% (BAEIBHIESETH 0 0/0/0
AT 210| E7IE0f YA 2 = %
==g =04 E2|A 5= (BamEdE EWEY) 0 0/0[0/0]
238 FA0UEL | ox = (230 2
el I TN == ixAdH Sl HEHA
=7437]0| 1 | ZAIgHS(ZabbixA{H{2] @7 HEHA) 0
a0 HAAIZE 14:13:22
oH
o
e g Zn HE  ozg
BUAZE 14:13:22
SAE ME
s2E0E Hoj gl Hop g 7
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1. Zabbix Monitoring Dashboard

2. Zabbix Bar Reports
3. Zabbix Administration Audit
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5.1 Zabbix Monitoring Dashboard

T
« Zabbix Monitoring Dashboard

0 23T ZLHY 1 A= DEL} graph, screen 2 o 2tH ot

1=
=2
R
Il
>
$0
rir
N
or
mjo
>
6};]

|.
il

ZABBIX
Monitoring m e —

Dashboard Overvieww wWeb Maps Discovery IT services
tory: Dashboard » Status of Zabbix » Availability report » Most busy triggers top 100 >» Bar reports
PERSONAL DASHBOARD

‘-. Zabbix server:CPU lLoads Parameter value Details
‘ Zabbix server:Disk usage Zabbix server is running Yes 10.65.50.30:10051
Number of hosts {(monitored/not monitored/templates) aa 2/ 0/ a2
MNumber of items (monitored/disabled/not supported) 102 S9a/0/ S8
Fawvourite screens I
Number of triggers {enabled/disabled)[proeblem/unknown/ok] 42 42 /70 [/ 0/ 3a]
Zabbix server |
Number of users (online) 2 1
Required server performance, new values per second 3.29 =

Updated: 09:53:29

System status

Host group } Disaster | High

| Zabbix servers | ©

Host Is: Last change Age Ack Actions
= T

on . Db £ r OS Sep 2017 17:09:30 | 16h 43m 59s

Sue
Zabbix server | POPS

O0S Sep 2017 17:09:29 | 16h 49m

Zabbix server | ser. s >ix < ver O0S Sep 2017 17:05:28 | 16h 44m 1s

Zabbix server OS Sep 2017 17:05:26 16h 44m 3s

OS Sep 2017 17:08:41 | 16h 44m 48s
OS Sep 2017 17:08:40 16h 44m 49s

Zabbix server OS Sep 2017 17:08:38 | 16h 44m Sis

O0S Sep 2017 17:08:35  16h 44m S4as

EEEEEEEHE
|

Updated: 09:53:29

Web monitoring

Updated: 09:53:29

B> . O=2=Nlm
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5.2 Zabbix Bar Reports

-

« Zabbix Bar Reports

@ AEAVL ELEZS R5ks temE 2O XSt & & Report 7|52 MSTHL

ZABBIX
Mostring Iorory, S5 Combamatn, Mo

Status of Zabbix  Availability report  Most busy triggers top 100 Bar reports

History: Dashboard » Status of Zabbix » Availability report » Most busy triggers top 100 » Bar reports

Bar reports
REPORT
Title [Report 1 |
% Label [gav |
¥ Label [memery free |
Legend ()
Scale
From [_os]/
Period
Tl [ _og|/[ os]
[J | Free memory Zabbix server: Free memory avg Left )
("] | Free swap space Zabbix server: Free swap space avg Left [ |
Items [] | puffers memory Zabbix server: Buffers memary avg Left ()
|| | cached memory Zahbix server: Cached memory avg Left [ ]
Add |[ Delete selected
Report 1 (7d)
29.19 GB
26.27 GB
23.35 GB
20.43 GB
]
£ 175168
£ 1assce
5
11.68 GB
E
8.76 GB
5.84 GB
2.92 GB
08 I
=
2
o
2
dafy
~

R ;. On=nUp
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5.3 Zabbix Administration Audit

N
« Zabbix Administration Audit

@ AM8A 20, 2O0MR, AE MH O MBS S5 &8 & + e 7IsS HEeih

ZABBIX Help | Get support | Print | Profile | Logout
e e -

General DM Authentication Users Media types Scripts Audit Queue Notifications Locales Installation SEARCH: I

History: Bar reports » Dashboard » Host profiles » Nodes » Audit

AUDIT LOGS

LOGS

Displaying 1 to 14 of 14 found

# Filter #
|[ Select |

Zoom: 1h 2h 3h sh 1zh All 05.09.2017 16:20 - 06.09.2017 09:54 (now!
<t m )
«« 12h 1h | 1h 12h »» 17h 24m (fixed)
Time User P Resource Action D Description Details
06 Sep 2017 09:42:21 | Admin 10.64.20.49 User Login o Correct login [admin]
06 Sep 2017 09:42:15 | guest 10.64.20.49 User Logout 0 Manual Logout
06 Sep 2017 09:14:33 | gquest 10.54.23.18 User Logout [u} Manual Logout
06 Sep 2017 09:07:16 | Admin 10.64.20.49 User Login o Correct login [admin]
06 Sep 2017 09:07:03 | guest 10.64.20.49 User Logout [} Manual Logout
05 Sep 2017 17:34:57 | Admin 10.564.23.18 User Login o Correct login [admin]
05 Sep 2017 17:34:55 | guest 10.54.23.18 User Logout i} Manual Logout
05 Sep 2017 16:56:00 | Admin 10.54.20.49 Host Updated 10017 Zabbix server hosts.port: 10051 == 10050
05 Sep 2017 16:55:55 | Admin 10.54.20.49 Host Updated 10047 test server hosts.port: 10051 == 10050
05 Sep 2017 16:46:11 | Admin 10.64.23.18 User Login 1] Correct login [admin]
05 Sep 2017 16:40:41 | Admin 10.64.20.49 Host Updated 10047 test server hosts.port: 10050 == 10051
05 Sep 2017 16:40:36 | Admin 10.64.20.49 Host Updated 10017 Zabbix server hosts.port: 10050 == 10051
05 Sep 2017 16:26:09 | Admin 10.54.20.49 Host Added 10047 test server
05 Sep 2017 16:24:31 | Admin 10.64.20.49 Host Updated 10017 Zabbix server hosts.status: 1 == 0

O==nlr
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Zabbix Monitoring Screens
Zabbix Monitoring Events
Zabbix Monitoring Triggers
Zabbix Reports Status

Zabbix Monitoring Latest data

ZABBIX
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6.2 Zabbix Monitoring Screens
B

ZABBIX

oo oty et Cmpenen i
Dasbboard Overview Web Latestdata Trggers Evests Craphs Screens Maps Discovery IV services
E Dashioard
SCREENS
o _ ZABBIX -
e Ih AR 120 I 2w m Bm e Ty A Noniorng
B Dustboard Overview Web Labstdits Triggers Evesls Graphs Maps Discovery ITservices s
v s estyr
Local network
50820
6 0 1 10 05| 1120 34 30 2 6
Local network
Zabbicsever AU Loass (1) Zabbix server: CPU Uf
0
Yo
02
s g A P8 328 T 7 88 238 8% ¢ Zastix v CRULowds (1) Zabbix server: CPU Utilization (1h)
§ 9 % 07q N8 Sigie . 8 SR % a2 m 5
g 3 o i)
Bt mnoag ma last
WProcessorloads  [wg] 027 019 024 028 BCUidetme (wgll  lavg] 9811 0z 5
ocessorfoad  [wg] 043 043 051 059 WU systemtme {avgl) favg] 012
ocessor loadls (gl 01 006 008 01 Busertme avgl)  favg] 082
TR EEEEEEEE) 0 2 3 29 22 232 28 %
SR EEEREE B iffiigseesio:
Zatbinsrver Netwart sefzanon (10 Zabbix server. Disk : 3 : - :
1953Kps M 8 M .
1465KEps st ome oay ma bt om0 ag o
Brocessorbads  [wg] 01 01 019 02 BQUidetme (wgl)  fag] 9946 9896 9929 %S4
AT Wrocessckod  [mg] 009 001 021 0% BCUssentmelngl) [ag] 01 009 o 01
e Wrocessorbadls [wg] 008 005 008 01 Bousemelagll  [mgl 03¢ 06 04 08
E 2 2 E 5 288 4 S L L $ Zatsens ek ticston () Zabbix senver: Disk usage (1h)
R 2L A58 8:3 B30 1508
] 153K 1%
last min ] la
W Outgoing trafic on mterface eth0 [avg] 8544 Bps 0Bps 856 KEp WFreediskspacecn/m%  [avg] 53] [yl ™ £ 1Y
Wincomng rafic on nterface e [vg]  343K8ps 223KBps  549KBq Wused sk spaceoain% [avgl 4634
s L]
T EEEEEEEEEE €% 2 2 8 9 28 23 28 &
SEEEEEREE R R T2 2 2893¢8a¢8¢9 2
ser LA ARAG R PRI I
[ g bt om0 omg oma
WOstgoeq vrafic on inteface ethd [avg] 1844KEps  OBps 635K Nfreedskspaceon/n%  [ang] S362% SIR2% SN 53R
Wnconng affc on rterface e [avg]  603WBps 194KEps 465KH MUseddskspaceon/ins [avg] 4638% 4638% 4638% 4638y
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6.3 Zabbix Monitoring Events

ZABBIX

-

- ZUHEY 32 2AEQ Bvent(Z&)E FHOTH 22 7HsotL

Monitoring

Dashboard Overview Web Latestdata
History: Dashboard » Custom graphs » Custom scrzens »

HISTORY OF EVENTS ON 05 Sep 2017 17:12:02

EVENTS

Displaying 1 to 32 of 32 found

Events Gaphs Screens Maps Discovery IT services

est cvenis » Culfom screens

Help | Get sy

Group _H_ Host [all

Time Host Dascription Status Severity Duration Ack
05 Sep 2017 17:09:32 Zabbix server Email (SMTF) server is dowin an Zabbix server 0K Average 2m 30s o
05 Sep 2017 17:09:30 Zabbix server PO server is davn on PROBLEM Average 2m 325 HNo
05 Sep 2017 17:09:29 Zabbix server News (NNTP) server is down on Zabbix server PROBLEM Average 2m 33 HNo
03 Sep 2017 17:09:28 Zabbix server IMAP server is dovin an Zabbix server PROBLEM Average 2m 345 o
03 Sep 2017 17:09:27 Zabbix server EZ (HTTP) server is dowin on Zabbix server 0K Averags 2m 355 Ha
05 Sep 2017 17:09:26 Zabbix server PROBLEM Average 2m 365 o
05 Sep 2017 17:09:02 Zabbix server Too many users connected on server Zabhix szrver oK. Average 3m o
05 Sep 2017 17:09:00 Zabbix server Low free disk space on Zabbix server volume /home oK High 3m2s o
05 Sep 2017 17:08:57 Zabbix server Lack of free swap space on Zabhix server oK. High 3m 55 o
05 Sep 2017 17:08:55 Zabbix server Law free disk spaca on Zabbix server volume / oK High 3m7s HNo
05 Sep 2017 17:08:54 Zabbix server Lack of free memary on server Zabbix sarver oK Average 3m s HNo
03 Sep 2017 17:08:32 Zabbix server Low number of free inodes on Zabbix server volume /ust 0K High 3m 10s lio
03 Sep 2017 17:08:43 Zabbix server Low free disk space on Zabbix sarver volume /var 0K High 3m 135 o
05 Sep 2017 17:08:49 Zabbix server n 0K High 3m 135 Ha
05 Sep 2017 17:08:46 Zabbix server Law number of free inodes on Zabbix server volume fopt 0K High 3m 165 o
05 Sep 2017 17:08:44 Zabbix server Law free disk spaca on Zabbix sarvar volume Jusr oK High 3m 18s o
035 Sep 2017 17:08:43 Zabbix server Law number of fres inodes on Zabbix server volume /home oK. High 3m 19s o
05 Sep 2017 17:08:41 Zabbix server Too many proceszes on Zabbix server PROBLEM High 3m 215 HNo
05 Sep 2017 17:08:40 Zabbix server Law number of frea inodes on Zabbix server volume / oK High 3m 225 HNo
03 Sep 2017 17:08:40 Zabbix server Zabbix_server iz not running an Zabbix server PROBLEM Average 3m22s lig
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6.4 Zabbix Monitoring Triggers

X HE 7tSolLt.

L

ZABBIX

Monitoring gmenboey Reports) (Confreat ms omensy

Dashboard Overview Web Latestdata Triggers Events Graphs Screens Maps Discovery IT services
History: Host groups » Custom screens » Overvi [Web monitoring » Latest data

STATUS OF TRIGGERS [05 Sep 2017 17:17:16]

TRIGGERS

Displaying 1 to 33 of 33 found

Filter

| Severity Status Last change ¢ Age Acknowledged Host Name
' Information OK 05 Sep 2017 17:13:01 4m 15s Acknowledged Zabbix server Zabbix server has just been restarted
| Average oK 05 Sep 2017 17:09:32 7m 44s Acknowledged Zabbix server Email (SMTP) server is down on Zabbix server
o @8 - PROBLEM 05 Sep 2017 17:09:30 7m 46s Acknowledas (1) i
( PROBLEM 05 Sep 2017 17:09:29 7m 47s Acknowledge (1) News (NNTP) server is down on Za

PROBLEM 05 Sep 2017 17:09:28 7m 48s Acknowiledge (1) Zabbix server IMAP server is dovin on Zabbix server
[l Average oK 05 Sep 2017 17:09:27 7m 49s Acknowledged Zabbix server WEB (HTTP) server is down on Zabbix server
| Average PROBLEM 05 Sep 2017 17:09:26 7m 50s Acknowledae (1)
Il Average oK 05 Sep 2017 17:09:02 8m 14s Acknow/ledged
L High OK 05 Sep 2017 17:09:00 &m 16s Acknowledged Zabbix server
LI High oK 05 Sep 2017 17:08:57 8m 19s Acknowledged Zabbi Lack of fi
| High oK 05 Sep 2017 17:08:55 8m 21s Acknowledged
[l Average oK 05 Sep 2017 17:08:54 8m 22s Acknow/ledged
L) High OK 05 Sep 2017 17:08:52 8m 24s Acknowledged Lows number of free inodes on Zabbix server volume fusr
Ll High oK 05 Sep 2017 17:08:43 8m 27s Acknowledged Low free disk space on Zabbix server volume /var
- High oK 05 Sep 2017 17:08:43 8m 27s Acknowledged P
[l High oK 05 Sep 2017 17:08:46 8m 30s Acknowledged Zabbix server Low number of free inodes on Zabbix server volume /opt
| High OK 05 Sep 2017 17:08:44 &m 32s Acknowledged Zabbix server Lows free disk space on Zabbix server volume /usr
LI High CK 05 Sep 2017 17:08:43 8m 33s Acknowledged
=) _PROBLEM 05 Sep 2017 17:08:41 8m 35s Acknowledas (1)
C PROBLEM 05 Sep 2017 17:08:40 &m 36s Acknowledge (1) Zabbix server Zabbix_server is not running on Zabbix server
| High OK 05 Sep 2017 17:08:40 8m 36s Acknowledged Zabbix server Lo number of free inodes on Zabbix server volume /
[l Average oK 05 Sep 2017 17:08:39 8m 37s Acknowladged
L High oK 05 Sep 2017 17:08:33 8m 37s Acknowledged
[ PROBLEM 0S Sep 2017 17:08:38 &m 38s Acknowledae (1) Syslogd is net running on Zabbix server
Ll Average OK 05 Sep 2017 17:08:37 8m 39s Acknowledged Sshd i Zabbs;
[l Average oK 05 Sep 2017 17:08:36 8m 40s Acknowledged
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6.5 Zabbix Reports Status

-

« DAEQ|HLEE &1 RYE Item, trigger, ME| DE 5= =2l o += QUC}

LABBIX
ienitering) nvsnton | <eoo- | fSnfiourstion) Administation)

Status of Zabbix  Awvailability report  Most busy triggers top 100  Bar reporis

History: Status of discovery ® Nebwork maps # Custom screens #» Custom graphs # Host profiles

STATUS OF ZABBIX

REPORT

Parameter Value Details

Zabbix server is running Yes 10.65.50.20:10051
Mumber of hosts (monitored/not monitored/templates) 44 2/0/42

Mumber of iterms [monitored/dizabled/not supported) 102 e f0/f6

Mumber of triggers (enabled/disabled)[problem/unknown/ok] 44 44 {0 [8/11F 23]
Mumber of users (online} 2 i

Required server performance, new values per second 3.29

Updated: 17:17:40
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6.6 Zabbix Latest Data

-

Ot

. BBHUR 2YE H4 HO|EES B

o 1

= 0ff

0

—

ZABBIX

Dashboard Overview Web Latestdata Triggers Events Graphs Screens Maps Discovery  IT services

History: Custom screens # Host ofeem peTELreens # Overview # Status of Web monitoring

LATEST DATA
[TEMS

Shavi items with description like
Shaw ftems without data

¥ Host Description # Change History

¥/ Zabbix sarver Availability (42 t2ms)

¥/ Zabbix server CPU (8 Itzms)

¥l Zabbix sarver Filesystem (37 Itzms)

¥/ Zabbix sarver General (5 Itams)

¥l Zabbix sarver Memory (5 Items)

¥/ Zabbix sarver Network (4 ltz2ms)

¥ Zabbix sarver 05 (5 Ttems)

¥l Zabbix sarver Performance (12 [tems)

¥l Zabbix sarver Processes (9 Items)

¢/ Zabbix sarver Services (7 ltems)
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iptables

httpd

iptables= A28 22| X7} 2|4 HE HotH 0| MlSdt= HIO|=
Mol tAES 7Y & UA diFe AFEA ¢ 38 T2 RO
7F7| CHE HE Zat Z2OWS2 oXf CHE Z2EES 96 ArE&l=0| iptables=
IPv40|, ip6tables= IPv6Ol, arptables= ARPO|, ebtables O|H 4l =2

iptables= 2= ol &5 dets R70tH ArEXAF FE7F LS OF 5t=4|, 2 EX|
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